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1. Executive Summary

F-Secure Anti-Virus 5 is the next-generation version of the award-winning FSecure
Anti-Virus 4 and F-PROT products, which have been on the market for more than eight
years. F-Secure Anti-Virus equips you to manage virus protection over awhole network,
centraly, from the F-Secure Administrator management console. The centralized
management functiondity includes software distribution, virus signature database

updates, security policy enforcement, derting, statistics, and reporting.

F-Secure Anti-Virus will work with networks of any sze or shepe, even multiple

platforms, composed of Windows 95, 98, NT 4.0 workstations and servers. The F-Secure
Anti-Virus product family aso covers platforms like Linux, Solaris x86, NetWare,
Windows NT 3.51, OS/2 and Windows 3.1. Windows 2000 will be supported and pre-
release versons of F-Secure Anti-Virus for Windows 2000 are dready available for
customer evauation.

F-Secure Anti-Virus for Frewdls scans treffic traveling through Check Point Firéwal-1
and other CVP-compliant firewalls. F-Secure Anti-Virus for Microsoft Exchange and
F-Secure Anti-Virus for Lotus Domino scan documents and executables stored within the
mailboxes, shared folders and databases of these messaging servers. F-Secure Anti-Virus
for MIMEsweeper adds malicious code detection and disinfection services to Content
Technologies MIMEsweeper product.

All these products are managed through a single management console, F-Secure
Adminigtrator. Further, F-Secure Anti-Virus supports enterprise management systems
such as IBM Tivoli TME 10 for software distribution, monitoring and derting.

2. Solution Overview

This documert describes the following festures of F-Secure Anti-Virus

Basic functiondity and platform support of workgtation, server and gateway
versons

Centrdized policy-based management provided by the F-Secure Policy Manager
Integration with Enterprise Management Systems such as IBM Tivoli TME 10

2.1 Introduction

From the customer’s point of view, the most important features of F-Secure Anti-Virus
indude:
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Easy implementation

World's only anti-virus solution to support policy-based management natively on
dl tiers

Automated ingtallation
Tota transparency to end users
Scd eable three-tier management architecture for LANs and WANS

Transparent and automatic protection
On-the-fly red-time protection againg dl virus types
Unpardlded madicious code detection and disnfection
Detects aso unknown Windows viruses and macro viruses
Daily updated anti-virus solution
Supports recursive scanning of archive filessuch as ZIP, ARJand LZH

Complete Coverage
Protect desktops and laptopsin the LAN and on the road
Protect file and print serversin red-time
Protect traffic traveling through firewalls
Protect mailboxes, shared folders and databases on mail servers
Manage dl of the above from a sngle management console

Support for Enterprise Management Systems
IBM Tivali TME 10 (software distribution, policy variable setting, derts)
Microsoft Systems Management Server (software distribution)
Industry-standard SNMP protocol (on Windows NT 4.0)
Support for CA Unicenter, IBM Netview and HP OpenView forthcoming

See these web pages for more information:
http:/Mmww.F- Secure.com/products/framework/
http:/Mmww.F- Secure.com/products/white- papers/tivoli.ntm
http:/Mmww.F- Secure.com/sol utiong/tech- info/snmp.htm

2.1.1 F-Secure Policy Manager

The F-Secure Policy Manager is built upon a comprehensve security management
architecture. The main components of the Policy Manager are:
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The F-Secure Adminigtrator, which provides a centralized management console
for the security of the managed hogtsin the network.

The F-Secure Management Server, which isthe repository for policies and
software packages distributed by the administrator, and the status information
and derts sent by the managed hosts.

The F-Secure Management Agent, which enforces the security policies set by the

adminigtrator on the managed hosts, and provides the end- user with a user
interface and other services.
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Figure 1. F-Secure Administrator

The F-Secure Adminigtration Console is a Java-based application, which can be run on
severd different platforms. It can be used to remotely deploy the Management Agent on
other workstations without the need for loca login scripts, rebooting, or any intervention
by the end user.

The F-Secure Management Server provides scaability by working as an extension to the
Microsoft Internet Information Server (11S). The communication between F-Secure
Management Server and the managed hosts is done through the standard HT TP protocol,
which ensures trouble-free performance in the LAN aswdl as globd internetworks. In a
smal LAN, the active components of F-Secure Management Server can optionally be left
out, and the policy and software package distribution can be handled through a shared
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folder on aregular file server. Thisfolder is aso referred to as the communication
directory.

The F-Secure Management Agent handles al management functions on the local
workgations. It provides acommon interface for al F-Secure applications, and operates
within the policy-based management infrastructure.

The basic architecture used by these components relies on a concept known as policy-
based management. A security policy is aset of well-defined rules that regulate how
sendtive information and other resources are managed, protected, and distributed. The
policy-based management architecture of F-Secure software uses policiesthat are
centrally configured by the administrator for best possible control over the security issues
in a corporate environment. Policy-based management implements many functions.

Remotely controlling and monitoring the behavior of the products
Monitoring Statistics provided by the products and the Management Agent
Remotdy starting predefined operations

Transmission of aerts and notifications from the products to the system
adminigrator

The trangfer of policy files exchanges information between the F-Secure
Adminigtrator and the hosts.

2.1.2 Support for Multiple Scanning Engines

F-Secure Anti-Virus provides you with CounterSign technology, which integrates
multiple scanning engines within a single product:

F-PROT — best-of-breed macro virus detection and disinfection, world-classfile
and boot sector detection with highest disinfection rates available.

AV P — best-of- breed polymorphic file virus detection and disnfection, world-
class macro virus detection and disinfection

ORION — world sfirst and only scanning engine to provide heurigtic and
emulation-based detection of polymorphic Win32 device driver based viruses

The technology includes sgnature-based scanners, heurigtic analysis and checksum
verification. Furthermore, it offers dl anti-virus products a common framework to
operate within, (and provides superior detection rates) as multiple built-in scanning
engines deploy severd detection technologies placing the viruses under severe scrutiny.
F-Secure Anti-Virusis a completdy modular anti-virus program, where the separate
modules can be maintained and updated independently. This means that the engines can
be updated without requiring the user to reboot the computer.

To witness the effectiveness of this technology, F-Secure Anti-Virus hes received
phenomend success in comparative reviews conducted by the leading computer industry
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magazines. F- Secure Anti-Virus has consstently outscored competing products from
NAI, Symantec, Trend and other vendors.

2.1.3 Complete Coverage

Some vendors of anti-virus products have argued that the best solution to the virus
problem isto stop the viruses a the firewdl or emall server leve, and not ingtdl any
software on the workstations since the end-user will just uningdl or configure it
incorrectly.

F-Secure provides you with protection at the server and gateway leve, but it’s important
to redize that thisisn't enough. Today’ s workforce is increasingly mobile and you can't
protect a laptop on the road with the firewall at the office. Therefore, it isimperative that
the information is protected where it's created and processed — on the desktop, the
laptop, or the PDA. Otherwisg, it'simpossible to make sure that viruses don’'t get in
through floppies, CD-ROMSs, encrypted emails, or protected documerts.

The red question is the management of the solution. F-Secure answers this question by
providing you with centrdized policy-based management for dl the layers, including the
workgtations, the servers, and the gateway computers. The protection is automatic and
trangparent, so the end-user doesn't need to be concerned about scanning the hard disk or
checking emall attachments — the user is dways protected.

The F-Secure solution gives the adminigtrator control over the security policy, and
enables the adminigtrator to enforce that policy throughout the organization.

2.1.4 Performance

Through advanced kernel-level device driver technology, F-Secure Anti-Virus provides
you with lightning-fast real-time response times with its transparent protection. The three
scanning engines in the product use the operating system’ s cache functiondity, which
means that the red-time performance is not affected noticeably even when dl the engines
are running Smultaneoudy. The hard disk isin any case the bottleneck, not the virus
scanners.

Pease note that F-Secure Anti-Virus 5 for Workstations is designed for red-time virus
detection. For peace of mind, the administrator can also start a virus scan task on the
computers on-demand, but this feature is designed for background execution and minimd
impact on foreground applications. The same holds for the “right-click” based on-demand
scanning feature. Scan tasks sarted thisway will take along time to complete, and it
must be noted that this is caused by the transparent protection strategy designed into the
product. Transparent real-time scanning provides the user with much better protection in
the rea world than GUI based on-demand scanning.

2.1.5In-place Quarantine
When avirusis detected, accessto thefile is denied, and the virusis disnfected (unless

the policy set by the adminidrator defines another action). Thisin-place quarantine
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ensures that the user cannot open the file or copy it esewhere until it has been
disinfected.

The same functiondity is available on workstations and servers.

2.2 Platform Support

2.2.1 Desktop Platforms

The regular F-Secure Anti-Virus Total Suite license covers the following desktop
platforms.

Windows 95, 98, NT 4.0, and 2000

Windows 98

Windows NT 4.0

Windows 2000

Linux

Solaris x86

Windows 3.1

Windows NT 3.51

0S/2

Macintosh
The modern Windows platforms are managed directly through the F-Secure Policy
Manager, while Windows 3.1, NT 3.51 and OS/2 are managed through the F-Secure
Management Adapter for FSAV 4. All of these products can be managed centraly with
the F- Secure Adminigtrator management console. The Linux and Solaris x86 versons are

managed usng Unix command-line tools. The Macintosh verson is a desktop solution
with no centraized management features.

For more information, see:
http:/Amww.F- Secure.com/products/anti- virug/

2.2.2 Server Platforms

The regular F-Secure Anti-Virus Total Suite license covers the following server
plaforms:

Windows NT 4.0 Server
Windows 2000 Server

Linux
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Solaris x86

Novel NetWare
Windows NT 3.51
0Ss/2

The following gateway server leve products are dso included:

F-Secure Anti-Virus for Frewdls (Check Point Firewal-1, TIS Gauntlt,
AltaVigaFrewal)

F-Secure Anti-Virus for Microsoft Exchange (versons 5.0 and 5.5)

F-Secure Anti-Virusfor Lotus Domino (versions 4.5 and 4.6)
Windows NT and 2000 based servers, together with the firewall and email servers, are
managed centraly with the F-Secure Administrator management console. F-Secure

Anti-Virus for NetWare is managed through NWADMIN. The Linux and Solaris x86
versons are managed usng Unix command-line tools.

For more information, see:
http:/Aww.F- Secure.com/products/anti-virug

2.2.3 F-Secure Anti-Virus for M1 MEsweeper

With F-Secure Anti-Virus for MIMESsweeper, you can combine the power of F-Secure
anti-virus detection and disinfection with the MM Eswveegper functiondity in an integrated
olution. The MIMEswesper family provides defenses againg thregts in email such as
gpamming and hodtile attacks.

2.2.3.1 DLL or Command Line?

There are many options to consider when choosing an anti-virus product to integrate with
MIMEsweeper, these include virus detection rates, ease of integration, speed of scanning,
and disinfection of viruses.

Command line scanners are currently the most popular products to integrate into
MIMEsweeper. However, there are a couple of problems with this gpproach. The first
problem isthat command line scanners are dow and cumbersome. To understand thisin
more detail, congder the process flow of usng a command line scanner with
MAILsweeper:

1. Email isreceived by MIMESweeper
MIMEsweeper decodes the mail and placesit into atemporary directory

w ™

MIMEsweeper cdls the command line scanner

>

The command line scanner is launched (only one ingtance of the command line
scanner can typicaly beloaded a any one time)
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5. The commend line scanner checks the emall in the temporary directory
6. The command line scanner returns an error code on the outcome of its operation
7. MIMEsweeper examines the error code and determines what to do with the email

Asyou can see, thisis alengthy process involving many tasks and the process has to be
repested every time an emall is received. This becomes a problemif alarge volume of
emall isreceived. In that Stuation, the incoming email would need to be queued for
scanning, as only one ingtance of the command line scanner can be launched a any given
time.

Other problems with command line scanners are found in the virus detection rates. Some
command line scanners are DOS-based, and therefore use different anti-virus engines
than their Windows' counterparts. This often leads to difficulty in detecting Windows
gpecific viruses (such as PE infectors). Furthermore, DOS-based engines have not proven
very effective with polymorphic viruses.

The DLL based solutions offer many benefits over command line solutions. The greatest

benefit is speed, which can be understood by considering the process flow of using the
DLL solution:

MIMEsweeper receives an emall

The integrated DLL passes the email to the anti-virus scanner
The anti-virus Scanner checks the email

The result is passed back to MIMEsweeper

5. MIMEsweeper carries on with the email in anormal fashion

A WD PR

The improved process flow, coupled with the fact that the “on-demand” DLL scanner can
process multiple files a once, provides enormous speed improvements over the command

line scanner.

2.2.3.2 Functionality Overview
The F-Secure solution isa DLL solution with the following additiond functiondlity:

Adminigration: FSecure Anti-Virus for MIMEsweeper provides centra
adminidration for anti-virus signatures and gpplication updates, aswell as
software configuration changes. The solution operates on acentra HTTP server,
meking it easy to place the MIMEsweeper box on the DMZ of aFirewall, and it
adds alock down feature so that changes cannot be made to the MM Esweeper
sysem.

Reporting and derting: F-Secure Anti-Virus for MIMEsweeper can be
configured to send dl reports and derts to the central administration machine.

Scanning and disinfection: FSecure Anti-Virus for MIMEsweeper incorporates
F-Secure s unique ability to use three different anti-virus engines (F-Prot, AVP
and Orion) a the sametime.
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2.3 Services

F-Secure provides support and services to F-Secure Anti-Virus customers through its
Professond Services team and the chain of F-Secure Business Partners, which covers
more than 90 countries globally.

2.3.1 Installation and Deployment

The Professiond Services Team at your loca F-Secure Business Partner providesyou
with help when implementing and deploying F-Secure Anti-Virusin your network.

2.3.2 Technical Support

Telephone and email support are included in the F-Secure licenses for the duration of the
maintenance contract (renewable every one or two years depending on your choice). On
gte conaulting is available for a separate fee.

F-Secure Corporation has a comprehensive chain of Certified Anti-Virus Centers that
provide customers with around-the-clock globa response services. All of the partners are
committed to give support to internationa customersin their respective area free of
charge.

2.3.3 Anti-Virus Signature Database Updates

The F-Secure Anti-Virus macro virus sgnature database is updated every day during the
business week, tested, and made available to customers over the Internet from F-Secure
web servers. The full virus sgnature database, including polymorphic Win32 viruses, is
updated once aweek. All updates can be totaly automated using F-Secure Back\Web.

2.3.4 Software Maintenance

F-Secure software upgrades are delivered on CD-ROM, diskettes or through the Internet.
Each F-Secure Anti-Virus upgrade comes with atechnicd virus bulletin stating the
current globa virus Stuation.

3. Centralized Policy-Based Management

Everything in the F Secure management framework is based on policies. Policy-based
management is better suited for security enforcement than traditional network
management methods. The software and policy file digtribution is based on public-key
cryptography, which ensures that the commands distributed across the network reach
their god, insuring their integrity.
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3.1 Software Distribution

3.1.1 Initial Installation

There are severa options for doing afirg-time ingdlation of FSecure Anti-Virus:

F-Secure Intelligent Ingtalation. This method “pushes’ the software from a

central location to selected computersin a Windows NT network. Y ou don’'t need
to vigt the workgtations or set them up in any specia way. Thisoption isonly
availablein Windows NT networks for ingtalling F-Secure Anti-Virus5 on
Windows NT and Windows 2000.

Login scripts. The setup program is started in silent mode from a network logon
script. This option can dways be used for ingtaling F-Secure Anti-Virusto
Windows 95 and Windows 98. For Windows NT workstations, this option is
normally not used because the setup program will require local adminigtration
rights on the target computer.

Microsoft Systems Management Server (SMS). See section below for more
informetion.

IBM Tivoli TME 10. See section baow for more information.

ZENworks (in Novell NetWare networks). Go to
http:/Amw.novell.com/cool sol utions/zenworks/ for more information.

On peer-to-peer networks, no centralized management functionality or logon
scripts are available. In such networks, ingtdlation sets should be firgt crested as
If using alogon script based ingdlation. Users must then be ingtructed through
email, or asamilar method, to manudly execute the commeand that would
otherwise be inserted into alogon script. The administrator can creete a shortcut
file with the proper command line and atach it to an email message for the users
convenience.

The easest way to ingdl F-Secure Anti-Virus on computers, which aren’t
networked a all, is to run the setup program directly from the CD-ROM.
3.1.2 Anti-Virus Signature Database Updates

Anti-virus sgnature database updates are pulled from F Secure Management Server by
the computers as specified by the policy defined by the adminigtrator. The updates are
downloaded by the F-Secure Management Server from the F-Secure web Site either
automatically by FSecure BackWeb or on demand by the administrator.

3.1.3 F-Secure BackWeb Push Technology

F-Secure BackWeb provides you with automatic transparent updates directly from the
F-Secure web site. BackWeb downloads files automatically, using bandwidith |eft unused
by your other Internet gpplications. So, you are automatically derted when new
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information has been recelved, making sure you have the latest updates, without having
to search the Web.

The free BackWeb agent can be downloaded from the F- Secure Website as well.
3.1.4 Software Upgrades

Software upgrades are received from F-Secure on CD-ROM or through the web, and
distributed by the adminigtrator to end-usersin digitaly sgned Jar packages to ensure
ther integrity. FSecure Adminigtrator includes dl the necessary functiondity for
managing software packages.

3.1.5 Support for Enterprise Management Systems

F-Secure Anti-Virus supports severd Enterprise Management Systems for software
digribution. Thisindudesfirg-time ingtalation, software upgrades, and anti-virus
sgnature database updates. See sections below for more information.

3.2 Alerts and Reports

Event handling covers both derting and logging activities. The primary requirement for
eventsisthat they must be configurable, based on experience. The system policy will
reflect the adminigtrators' knowledge of what kind of aerts are required and what kinds
are undesirable. This knowledge is part of the generd security policy of the entire
network.

With a properly configured aerting policy, the adminigtrator can tell the workstation
agents to send their derts to a management server. This server can then cross-reference
the incoming derts and send the adminisirator one single dert instead of a thousand.

The management module AP of the agent contains a section for aerting-method plug-
ins. When an dert israised, the agent knows the current state of the workstation and can
use the appropriate plug-ins. There are alarge number of possible derting methods.
The F-Secure Management Agent has a number of derting plug-ins

F-Secure Administrator

F-Secure Manager, the end-user workstation user interface

Event/dert agents, Event Viewer, loca and remote logs, SMTP

Event/dert gateways, fax, pager and GSM short messages

Enterprise management systems.

0 Event adaptersfor Tivoli TME 10 and CA Unicenter

0 Support for SNMP TRAPS and support packs for SNMP based network
managers like OpenView and NetView.

11
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Posshility to integrate to third- party management system derts.

3.3 Policies

A security policy isamanifestation of laws, rules and practices that regulate how
sengitive information and other resources are managed, protected or distributed.

Policy based management includes:
Remotely controlling and monitoring the behavior of the products
Monitoring Statistics provided by the products and the Management Agent
Managing derts
Starting predefined operations remotely

3.3.1 F-Secure Framework Policy Types

The information flow between the Adminigtrator and the hostsis done by trandferring
policy files. There are three kinds of policy files: Default Policy Files, Base Policy Files,
and Incrementa Policy Files.

3.3.1.1 Default Policy

The Default Policy fileis an unggned palicy file thet contains the default vaduesfor one
product. Default Policies are used only in the host end. If neither the Base Policy nor the
Incrementa Policy file contains an entry for avariable, then the Default Policy fileis
utilized. There may be different default policies for different configurations of the

product. A norma networked configuration will not use default policies after the
F-Secure Adminigtrator has received information of a successful ingtdlation and has
digtributed new base policies for those product versions.

3.3.1.2 Base Policy

The Base Palicy files contain the adminigtrative settings and retrictions for dl variables
on al FSecure products at one specific host (in some specia cases a group of hosts may
share the samefile). ThefileisSgned by the F-Secure Adminigrator and is therefore
protected againgt changes during network transfers or changes while in the host file
system. These files are sent from the Adminigtrator to the hosts.

3.3.1.3 Incremental Poalicy

Thebasic use of an Incrementd Policy fileis to store the changes to the base policy at the
end-user workgtation. Only changes that are within the Base Policy limits are alowed.
These Incrementd Policy files are then sent to the Adminigrator for satus viewing
purposes. Status information includes both the local configuration changes and Statistics.

T FSerure Lanpsoraion
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3.3.1.4 F-Secure Management Agent Internal Sructure

In the F- Secure Management Agent there are atwo components that are concerned with
policy files. The Network Request Broker is responsible for al network accessing and it
periodicaly tries to fetch new policy files from the F- Secure Management Server. The
Configuration Handler provides the functiondity of getting and setting policy varigblesto
other user mode modules and products. It communicates with a kernel mode component
cdled the Policy Driver. This driver will maintain the current policies and provide the
information both to the Configuration Handler and to other driversthat will need this
informetion.

3.3.2 Palicy File Contents
3.3.2.1 Management Information Base

The Management Information Base (MIB) is a hierarchicd structure that defines what
can be stored in the policy files, but not the actud policies that the files contain. The MIB
concept was originaly established by the SNMP protocol. Each variable has aunique
Object Identifier (OID).

Thefollowing categories are defined in the MIB of an F-Secure product:

Settings: The managed products have to operate within the limits set in this
Section.

Statidics The gatistics part brings information to the Administrator.
Operations. Operations are one-time tasks for the host.

Private: The MIB can aso contain variables that the product stores for itsinterna
use between sessions.

Traps. These are derts (or events) sent to the loca console, alog file, some
remote administration process etc.

3.3.2.2 Paolicy Variables

All policy variables have an associated type. The basic non-aggregate types come directly
from the SNMP world. The type of abasic policy variable can be one of the following:

Integer: Norma integer number

Display String: 7-bit ASCII text string

IP Address: Four octet |P address

Counter: Increasing integer

Gauge: Non wrapping integer

TimeTicks Elgpsed time in hundredths of a second since some epoch

13
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Octet String: Binary data. Thistype of datais dso utilized in UNICODE text
drings.

OID: Object identifier

Opagque: Binary datathat can represent additiond data types

Table: two-dimensona collections of the basic types

A policy variable may have a predefined default vaue in the MIB. The adminigtrator can
use the base policy file to deliver either that default or some other value to the hodts. It is
aso possible to define whether the end-user or some software in the end-user workstation
can further change the vaue.

I nteger-type (Integer, Counter, Gauge and TimeTicks) variables may have their value set
restricted with arange definition. Variables of any type may have an associated list of
acceptable vaues, i.e. choice definition. This means that the adminigtrator can enforce
limitsto the choices the users can make.

3.4 Security of the Centralized Management Solution

In regard to security, the F-Secure Policy Manager accomplishes two things:

All data that is accepted from the network to the workstation, has originated from
the adminigtrator and is current.

The user of the workstation cannot circumvent an adminigtretive policy without
detection.

3.4.1 Integrity, Authenticity and Up to Date Data

The information flow from the Administrator to the Workstation consists of base policy
files and ingtdlation packages. Both are sgned using public key cryptography. This
sgnature ensures integrity and authenticity. The up to date nature of the base policy files
is accomplished using an increasing counter ingde the file. Each host checksthis serid
number each time it fetches policy files and does not accept new policiesif the serid
number is less than the previoudy used one.

The software updates are triggered using information in the base palicy file. The
ingallation package is verified to be the same as the one specified in the policy, so the up
to date nature of the ingtalation package is actudly tied to the same counter information

asthetriggering policy.

The base palicy files are 9gned using the management private key. The ingtdlation
packages use JAR (Java Archive) as the package format. In JAR, the Signature is not
done to the package as awhole, but a separate signature file contains signatures of
individud files. Some of the files are Sgned using the management private key and some
of thefiles are Sgned using the F-Secure private key.
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Both the management key pair and the F- Secure key pair use the DSS (Digital Signature
Standard) Algorithm with akey length of 1024 bits, which is currently consdered
unbreskable.

3.4.2 Preventing the User from Circumventing Policies

The main tool used to prevent users from circumventing policiesis the signed base policy
file. The base palicy file dso containsthe ID of the hogt, so that files meant for another
host cannot be used. There is a counter indgde the palicy file, which prevents old policies
from being ingtalled.

The users are only alowed to change values within the limits given in the base policy.
The same redtriction gppliesto dl software in the end-user workstation. These user-made
changes are sored in the incrementd policy file.

The F-Secure Management Agent component Policy Driver isakernd-leve device
driver that cannot be modified by normal end-users. The driver keeps criticd files open to
prevent other processes from accessing them while the system is running. Writing to the
base policy and both, reading and writing of the incremental policy, are denied. The
management public key file is aso made non-accessible usng this same method.

The F-Secure Management Agent component Configuration Handler keeps a backlog of
used policies for error dtuations. In the Windows NT environment with an NTFS
partition, the files are granted read-only access to the local adminigtrator’ s group, and full
control to the loca system account.

4.0 Integration with IBM Tivoli TME 10

A module caled F-Secure Plusfor Tivoli Enterprise enables the integration of Tivoli
TME 10 with F-Secure products. The integration conssts of dl the operating and
network parameters monitored by Tivoli TME 10 and security related information
monitored and managed by F-Secure Suite Plus. The F-Secure Suite Plus provides
integration with:

Tivoli Management Framework and Tasks

Tivoli Software Didribution and File Packages

Tivoli Enterprise Console (TEC) and Events, Event Adapter and Rules
Tivoli Digributed Monitoring and Application Monitors

The F-Secure Management Agent has native support for forwarding F-Secure aertsto
the Tivoli Event Server. Thisis done by smply setting the gppropriate policy variables
and digtributing the new policy using the F-Secure Adminigirator.
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4.1 Tasks

The F-Secure Suite Plus Tasks are commands that execute without user intervention on
selected remote workstations. The Tivoli Management Framework executes these tasks
on Tivoli managed workstations and displays the results on the Tivoli desktop. Results
can also be stored or redirected to afile.

Tasks in the F-Secure Suite Plusinclude:
Virus scanning remotely
Show reports of the executed virus scanning
Show the gatistics for selected F-Secure Workstation Suite product
Reset satistics for selected F-Secure Workstation Suite products
View security related Satigtics
Launch FSecure Adminisirator
Read and write policy values directly

Note: for security reasons, changing some policy vauesis not alowed unlessthe
F-Secure Administrator has alowed the write operation on those variables.

4.2 File Packages

Tivoli Software Didtribution uses file packages to ingdl software on remote
workstations. The F-Secure Plus includes the following software distribution
combinations:

F-Secure Workgtation Suite ingtallation

F-Secure Tivoli Management Extenson Handler inddlation
F- Secure Workstation Suite version updates

Anti-virus Sgnature database updates

4.3 Monitors

F-Secure Workgtation Plus Monitors extend the management capabilities of Tivoli
Digtributed Monitoring. The plus module monitors check the status of the different -
Secure Workstation Suite resources and define what to do if certain conditions are met.
Adminigtrators can monitor the status of the following resources:

F- Secure Management Agent
F-Secure Manager
F-Secure Gatekeeper
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F-Secure Anti-Virus
F-Secure VPN+

An example of application monitoring would be a case for the F- Secure Management
Agent, FSMA.. If, for some unknown reason, FSMA gets terminated in a workstation, the
distributed monitor notices this within one minute by default, and sends an event to the
Tivoli event server.

4.4 Events, Event Adapter, and Rules

I ntegration with the Tivoli Enterprise Console (TEC) congists of events, an event adapter,
and rules. The adminigtrator can do a severity-based sdection on what kinds of events
are sent to the TEC. Some examples of the large amount of available events and aerts
are

Not enough free disk space to ingta | the selected products, Management Agent
A virus was found and disinfected, Anti-Virus

Anti-Virus signature database file is corrupted or outdated, Anti-Virus

A file or directory has been removed from TopSecret ligt, FileCrypto

An example of aruleisthat if an event occurs stating that the FSMA went down in some
workgtation, the Tivoli event server automaticaly applies arule that executes atask to
restart the FSMA immediately in the workstation.

5. Integration with Microsoft Systems
Management Server

Integration of the Microsoft Systems Management Server with F- Secure products, such
as F-Secure Anti-Virus 5, F-Secure FileCrypto, F-Secure VPN+ and F-Secure
Workgtation Suite, can be accomplished through support files and documentation
provided by F-Secure Corporation. For more information, see the F- Secure Website,

5.1 Software Distribution

F-Secure fully supports the software distribution methods provided by the Microsoft
Systems Management Server versions 1.2 and 2.0. The ingdlation is completely
transparent to end users at their workstations.

F-Secure provides pre-prepared Package Definition Files and ingtructions on how to
apply them to didribute the initia instalation kits and/or updates to the target computers
through the SM'S system.
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